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10+1 EPQTHLEIZ & ATTANTHEEIX KAPTATQY MOAITH

I. Bapovgpdxng, Yriovpyog Oikovopik®v: «Oa fibela va vmdpxel
pia Kapta IoAitn, mod va eival smart card, pé toirdki péoa, 6rwg
#X€16 TIG XPEWOTIKEG KAPTEG ATIO TiG Tpdmede, va eival tod Kpdroug,
va T Ae1tovpyel yevika otd Anpdolo, g av BéAelg kal Tavtdtnta
100 IToAftn, p¢ adh v Kédpta va #xeig pdoPfacn otd EXY, og
oroladnrote Ynnpeoia tod Anpooiov kal mapdMnla ot oikoyéveleg,
1a dropa ta omoia kpivetal 6t Bplokovial kK4tw Amd 16 Gpio TG
@TWXelag, avti n kdpta va #xel pia miotwon éndvw, n omoia va
avavewvetal €Rdopadiaia, kal p’avthn th Kdpta va prmopst otod Su-
per Market va th Xpno1pomotel i€ aglompénela, Xwplg va oThvetal
oty o0pd, xwpig va mnyaivel o¢ €id1ka Kotvwvika ITavionwAeia.
AUTO elvar 1o 8papd pouvy,
TnAedpaon ANT1, 27/2/2015




EXTIA MATEPIKON MEAETQON KAPTATQY MOAITH

Anpootevbnke oto ®EK (47/11.5.15) 0 Népog 4325 xwpis 10 dpbpo 16 mod dvagepdtav oti
dnpiovpyia “Kdprtag IToAftn” .‘H aitioloyia tiig andovpong cbpgwva pé thv aitloAoyikn ék-
Beon oL oLVOSevEL TO 0X£610 VOpOUL elvar h £€fig: “Td 10 ovYKekpIévo Apbpo StatunbOnkav
1.661 ox6AM1a ta orola agopoldv Kuplwg AviiSPAoel§ TTOAMT®V Y1d T0 “NAEKTPOVIKO ParéAwpa”
1€ 10 oroto ouvdéouv Appnkta thv “Kdpta IToAitn”, wotdoo 8¢v yiveral miepattépw avagopd
o¢ avtd, 51611 ol cuykerpipéves 81ataelg dnaeipOnkav Ao O Vopooxésio”.

Sopgwva 6pws pe dSnpooievpa thg épnpepidag 1© BHMA 27/04/2015,° dvagopikd pe thv
Kdpta 1ol moAftn 6 avarminpwtng VoLPYOS EcwTeplk®V Kal Alokntikiig Avacvykpdtnong
k. N@pyog Katpovykalog, katd thv évnpépwon 1@V dnpocioypdewy, Shdwaoe 6T Tpoxwpodv
A8n mAoTIKEG £pappoyég Tng, 6mwg N Kdpta oftiong, o¢ ouvevvonon pe Ty Avarmnpwpla
vrovpyo Kowvwvikiig AMnAeyydng kupia Osavw Pwtiov” Atevkpivice 611 “n kGpta 10D 1mo-
Atn y1a 10 oOvolo t@v moAtt@v Ba eloaxBeT 6tav B didpget n texvikn Suvardinta yid v
£pappoyn wng.”

BAémovpe Aowrov 6t 1 évnpépwon 600 1O SuVATOV TIEPIOCOTEPWV CLUTIIOAMTAOV 1Ag, PECW
100 UAaSiov oL Kpatdte otd xépia oag, GAA kai dAwv mpoomtabeidy, ivat dnapaitntn,
yiati énwg gafveral n Kdpta t1o0 IMoA{tn Bd émixelpnBel va épappoobeT o¢ éndpevo otadio.'H
anéovpon 100 dpBpov AToteAeT EAYIO TAKTIKAG Kal N VAomoinoh tng BA PowONOET, Ao TO
{610 N GALO Yroupyeio pe v {61a i pe M popen m.x. ws pete€éAign kdmolag GAANG kdptag:
KéptaYyeiag, Kdpta Zitiong, Kdpra Ayopdv, RKOK.

Yxéon EAéyxou @opo@uyddwv Kai Kaptoovothpatog

‘H NAeKTpoVIKA @UAAKN £xel Kai évaAakTiko0g Tpdrioug pé tovg omoioug PropeT va XTioBel.

“Evag £€€ abt@v eival h «xpnon xpewotiki/IMotwtikiig Kdptag yid ouvalayég dvw tov 70
e0p» B AAIDG «Kdpta Zuvaray®v» o0 £§ayyédnke wg €va pétpo 1o B4 éviaxBel oth
ovpewvia pé 1006 «étaipoug kai Savelotégy.

AAAG:

Xwpig #Aeyxo kal émorrteia Ao KAIPAKia é@oplak@v DITAANAWY 8¢V ptopel vd Aeltovpynoet
10 «Z0otnpa» (6nA. 1 Xphon XPeEWOTIKIAG / TMOTWTIKAG KAPTag Y1d ouvalayes dvw tdv 70€).
"Eav Spwe bidpget #Aeyxog kal eromteia kail k6Bovtal anodeifelg, téte AEN xpeidletal avto
10 «ZVoTnuas.

‘0 #Aeyxog K1 6x1 10 “Z0otnpa” Ba mdoel v opodiaguyn!

ArAovotepa SnAadn, S&v eival 1o «Zvotnpar oL Bd @épel OV EAeyxo, OUTE Y1d VA Yivel 6
#Aeyxog Tipolmobétel dvaykaia 1o «Zootnpar. O #Aeyxog mpémel va Omdpxel ave§dptnta pe
10 €av Umdpxel T€To10 «ZVOTNAY.

"Eav 6pwg vridpxel #Aeyxog, Tt 5¢v UIApXel Avaykn y1d €va tétolo «Xvotnpax!!!

Avalvuikd otoixeia yid th AeySpevn kai «AxpAUATn Kowwvid» otny Enéuevn ék6ooh uag.



10+1 EPQTHLEIZ & ATTANTHEEIX

KAPTATQY MOAITH

1. NOIOX TO LKE®OHKE MPATOL;

Kdpta 100 IMoAitn, téoo kat’
6vopa 6oo Kal o€ mepiexoyie-
vo 8&v elvat 6papa t0d Kov
Bapovgdxrn. Amotelel e§ayyeAia kal 6papa
100 T'ewpyiov Ianavdpéov kai 100 Idvvn
Paykovon [2]. ‘0O kog Bapou@dkrng AmoteAel
v anédein 611 10 EAAnvikd Kpdrog, étav

BéAe1, pmopel va €xel kal ovvénela Kai ouvé-
X€1a. AvOTLX®G 1 ouVEnEela Kal i CLUVERELIA
¢mdeikviovtal o¢ éAdxiota {nthpata kai
61, 6oov dgopd otnv mepintwon pag, og
ipoPAnpatiko Jatnpa.

2. TON OTNXO TON TAIZEIZ ME MIA
MAALTIKH KAPTA H ME QATHTO;

ooV Apopd ToLG PTWXOUG Kal

m duvatdétnta nipdoPachg

TOUG OTIG TIApOXEG ToL £€ay-
yéMovrat, avto 8év eival Bépa taxvintag,
xpévov, aAa Bépa kpitnpiwv. Ta kpithpla
oL 1 KLBEpvnon Bd Opioet kai Ba ioxvovv
Y1a va XapaxtnploBel KAMO10G «KATw Ao 1O
6p10 TG PTWXEIAG», UIopodV Aveta va €pap-
pooBo0v mdvw otd otoixeia mov S1adétel 1
taxis, £101 Oote va xapaktmplobodv wg Sikat-
o0xot. Katdmv avuypdeovrag/énextetvoviag/
TporToTIolVIag Kamola é@appoyn tod taxis
oL Nén bidpxel Kal Ae1tovpyeT aroteAecyia-

4

TIKA £6® Kal pepikda xpovida X Ty £@appoyn
Y1 10 énibopa Béppavong, i tod émbdpatog
TéRVWY, prtopodv va motwholv ol tparedikol
TOULG AOYap1aopol [E TO XPNPATIKO TIOCO TIOV
Ba Sikatobvral.”Etol Xxpnolponowviag Kd-
10106 TIV TPATEQIKA ToL Kdpta fi Ta petpntd
100 Aoyapiacpod tov, Prtopel va poPel otig
ayopeg oL £mBupel, Xwplg va otrypatidetat
WG PTWXOG, XWpPIG va ipooPdMetal n ASlorpé-
mield tov. Téoo arid, téoo AroteAeopatika Kai
xwplig ta £€oda dnpiovpyiag, Siaxeipiong kai
Aettovpyiag piag Kdptag kai t@wv briootnpt-
KTIK®V TG cvotnpdtwv!



EXTIA TATEPIKON MEAETON

KAPTA TOY MOAITH

3. TO CHIP OR
NOT TO CHIP?

Kdpta oty Apxikn g popen

Hropel va #xet, i pmopel va

pnv €xetl towndki. To oiyovpo
elval 811 6 oxeSiaopog elval otod télog va
#xel. AMwote €av 6ev #xel, 16te 6ev LIdpxel
AGyog va aAd€oupe tig¢ Tavtdtnteg moL Hdn
¢xovupe. Téon @acapia yia va ddoovpe Tig
xXGptiveg pé palakod mepttvAlypa maotikod
TALTOTNTEG Pag, Y1d VA ATIOKTACOVE Kal-
VOUpIEG 1€ VORANPO TIAQOTIKG;
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4. OAH MOY H Z0H XE MIA BALH
AEAOMENQON H XE NOAAEL;

0 To1dK1 PItopeT va €xel péoa tov

AMya f moAAG Sedopéva. Kdbe popa

o0 N Kdpta 6a praivel o pia
vroSoxn, N Ba mepviétal mavw Ao KAro1o
pnxdvnua avayvwong, 8nA. kGbe @opd mov
B4 xpnotporoleTtatl, 6a €mKkovwvel pe pia
I mep1oodtepeg Pdoelg SeSopévwy ol Omoieg
B mep1€xoLV Td UITGAOIIIA OTOIXETA TAV TTOAL-
1@V, SnA. 60a 6ev Ba €xel N kKdpta éndvw e,
Kdu avdloyo yivetal kai onpepa pe 1-
a@OoPETIKO OpwG Tpdro: M Tovg KWSIKOVG
TOUL 0 moAftng prmaivel otod taxisnet, PAémel
10 e-mail tfig épyaciag tov armo 1o omnitl Tov,

6

HITopeT va S€T toV Tpamnedikd Tov Aoyaplacpo,
KATTL

‘Avalntd 6 moA{tng ta otoixeia mov Xpel-
AZetal XpNo1LoIolOVIAG 81aQOopETIKOVG KWw-
81KoUG Y14 S1a@opeTIKEG, P StacuvSedepéveg
Baoeig Sedopévwy. H ¢€umnpétnon tov eivat
ikavorointikn P avtov tov Tpdro.

[Téon Aoirov mapandvw e0KoAia rpoo@é-
pel 1 Kdpta, #tot Oote pe th xpnon g va
iapaPAéPel Kamolog tov Kivéuvo 100 £vog
kwd1koD, thg MIAY Bdong AsSopévwy; (BA.
£mépevo).



EXTIA MATEPIKON MEAETQON

KAPTATQY MOAITH

9. [ATI NOAAEL KAI OXI MIA
BALH AEAOMEN(N;

évoroinon t@v 8eSopévwy TV
TIOMT@®V TV £€X0LV S1d@opot Sn-
péotot kal 8iwtikol dpyaviopol
OTIV KATOXN TOUG PITOPET VA YiVEL PE PUOIKO
1pdrio (rix of £va Ymoupyeio OAa Td OTOIXETa)
A pe Suvapiko tpdmo (HAekTpovika kébe Bdon
«€lo@épe» Goa otoixela yvwpilel y1a KGOt To-
A, Th otypn mmod 6a ZntnbsT, XpNOolomolw-
VIag £vav EVormointiko KwSIKO Y1 KG6e ToA{tn).

‘O kivBuvog oL @épvel 1 évoroinon TV
Bdoswv AsSopévwy sival, o mepimtwon Siap-
pofic 8edopévwy, v KAATTET T0 KaBOoAIKO Tipo@ii
OV TIOAMT®V Kal &X1 HOvo EMpPEPOLS TITUXEG
g dwig Touvg.

To 2012 6 47xpovog OUKpavog rmod GLVEA-
@On elxe otoxela 9 £k EAAvwv Artd 1o taxisnet
[3]."Opwg AEN eixe:

« Ta oto1xela TV acPevel®v t@vV EAAAvVwY,

faofpwv A avidtwy, tov Puxik®V Kal ow-
Latk®V Tabhoewy Toug, TV Xelpovpyeiwv
TOUG, TV QPAPLAKEVTIKOV AYwY®V Toug (HAe-
Ktpoviki Zuvtayoypdenon/Kdpta Yyeiag) [4],

. T OTOIXETa ToD oX0Agiov TV adidV Tovg,
v €midoon toug, ap1fud TV Amovoi®V
TOUG, TV mov@V toug (myschool/Yrovpyeio
IMaideiag) [5],

+ TiG KATaVAAWTIKEG TOLG TIPOTIPACELG, TiG

BPNOKEVTIKEG TOLG TIEMOIONOELG, TIG TIOALTI-

KEG TOUG TEMOIONOELG, TiG £@npepiSeg OV

ayopddovy, Ti¢ ouvSpoueg o¢ cLAAGYOUG,

(POPETG, KGPPATa TToL Aviikouy, Ti¢ Swpeéc/

£AeNOoUVEG TIOL KAVOLY, TOUG XWPOoL§ Aa-

Tpeiag mov émokémrovial Kai mdéoo ouxva

ovpPatvel adto (Kdpra Amodei{fewv/Xpew-

oukn-Iotwukn Kapta),

Tig KIvhoels v Tpanedik®v Toug Aoyapia-

op@v (Xpewotiki/IMotwtikn Kapta, web

Banking),

« TiG petakiviioelg toug (HAektpovika Ai681a,
"HAektpoviko Eioitipio), ta ta&idia mod mpay-
patormolobV (elottpia deporAdvwy, TAoiwv),

« ta §evoboxeia moL pévouy, T £otiatépla
IOV TP@VE, TIG TIOAITIOTIKEG EKSNAWOEIG TTOV
niapaxorovBodv (Kdpta Anodeifewv/ Xpew-
oukn-Totwukn Kapra),

. TG Wpeg £106600L - £6660V — E0WTEPIKAG pe-
takfvnong otiw €pyaoia toug (KaptaEpya-
Copévov).

BAémete tf AEN pmopo0oe va €Xel 0TIV KATOXN

0L O OVKPAVOG EMeId ATAG aVTA TA OTOIXETA

8¢v fitav otd taxisnet;

ﬂe[ W [

i




10+1 EPQTHLEIZ & ATTANTHEEIX

6. 0 XAKEP XAIPETAI
MEXPI NA NIAXTEI,
MEXPI NA LE KAEWOYN

€ T xpnon tfig Kdptag n 6moia
o6nyel ot dnplovpyia MIAY
Bdong AsSopévwy, Td otoixeia
@OV TIOAMT@V évorotoUvtal kai éxktibevral
otoLG 8V0 BacikoLG TOTTOLG KAEPTOV Sedo-
Hévawv:
1. toUg kakbéPovAovg / mapeioaktoug eiofo-
A€TG oL Aéyovtal xdrep aAla kal
2. 100G mBav®G KaKGBOLAOLG SIAXEIPIOTEG
1V Bdoswv SeSopévawv.
TO BHMA ot0 &npooisvpd tov pg
Bépa «Efpaote 6Aot Pnlaka yopvoi» tfig

0Y NOAITH

ELY

22/02/2015 [6], pég Anpogopel Ott: «pia xa-
Kkepoovppopia dvépatt Carnabak Eagpioe o
S1dotnpa Svo ét@v 1 Sioekatoppvplo SoAd-
pra(!) amd 100 tpdreles, Xwpig Kapid toug va
100G mdoel otd Tpdoay.

“Ocov Agopd th §1appon TV PoPOAOYIKDV
otoixeiwv tol Taxisnet, pBdoaype oto 2015 (3
xpévia petd thv avakdAvpn thig S1appofic) kai
8&v &xovpe pdbet ARApN mo10G Atav O KAEQTNG.

"Hrtav xdkep Qi KAmolog amo péoa; (Siaxeipi-
otng;) ITo1dg 6a pag @uAGEet amod toLG KAEPTES
Kai o106 Ba pdg @LAGEeL Ao ToLG PUAAKEG;

7. EAN AEN EXEIX TINMOTA NA KPYWEIL,
ATl LE ENAIAGEPEI AN EKTEOEIL;

« A6 Thv oTtypn oL 88V KAvw KAt Kakd, tdte
8ev Umdpxel kavévag Adyog y1a va Leiotapat
taparoAovOnon,

- Ol kuBepvnoelg opidouv i eival «kaké» kai

#xouv Ty tdon 81apk®S va AaAAadouv 1oV

op1o16»,

«[atf propeT EXY Kpdtog iVISiwtiki ‘Etaipeia

VA KAVELG KATL KAKO P€ TA TPOCWITIKA |10V

Sebopéva.’E6®, ws mapddelypa Katdxpnong

¢govoiag, taip1ddel dpiota n epdon oL ATIo-

816etal otov Kapdivaiio Pioehié:

«AQ®OCE [0V £€1 Ypappés, Ypapupéves amo 10

xép1 100 O EVTIPoL AvOpWITIOL T00 KGOV

K1 €Y B Bpd ka1 péoa o avteg yia va tov

KPEMAZQ!!»

« “OMot pag &xovpe mpdypatt KAt va kpvpou-

He, MG adto o kat 8&v eival Soveid tod
Kkpdrtoug i 100 dmolovdnrote GAAoL va T
yvwpiet:

« Yuvnbeieg, aoxoAieg, hobbies, advvapisg,
ATIOPAOELG, £TTIAOYEG TIPOCWTTIKEG, £TTIAOYEG
PI\OCOPIKEG — BPNOKEVTIKEG KOK B Yivovtat
avtikeipevo kataypagig o¢ kabnpeptvi fdon
yia 6Aovg, padiké. Emnedn ta Sedopéva 6a
éktefvovtal o¢ Bdbog 1@y, Ba 68nyodv og
adiémoteg TUPTEPIPOPIKEG AVaADoEelg, TIOD
propodv va tapdyovral pe to matnpa £vog
KouprmoD. AUTEG of avalvoelg 6a 66nyncouvv
Kal og avdrrugn pebddwv xelpayynong tov
pad@v, €id1ka amo Arydtepo i mieploodtepo
avehetBepa kabeot®@1a;; O @avel otd péMov
¢av 8ev avudpdooupe o¢ abtd T cvoTApata.
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« Mropel va pnv €xeig KAt va KpOYelg aA\a
n KuBépvnon va vopidel 6 €xe1g KAt va
RpOUYELG,

'Ioovopia, icomoAtteia i Siakpiosic;

Mropel va pi o€ voladel va KpOPelg KAtt, Spwg
propel va brootels Siakpioelg €€ aitiag avtod
oL 8¢V KpUPELS:

1. AtaBdgovpe niwg Tpdreleg 010 £§WTEPIKO
gpappélouv Ty €616 TPAKTIKA: Me1wvouv
TO THOTWTIKO Op10 £VOG TIEAGTN ToUG, pe Bdon
10 10TOPIKO ATOTANPWHIAY TOV TIOTWTIKOV
KapT@V AMwvV miedat@v mmov Ppwviouv Amo
10 IAIA kataothparta pg adtév! [7]

2. 01 TpdreZeg émiong #xovv OV TPOTIO VA YVW-
piZouv 10106 xpnotng IMotwTIKAG/XpewoTl-
kg Kdprag mipdkeital va xwpioel petd amo
£va xpdvo, HEAETWOVTAG TNV KATtavaAwTiki
TOL ouprePlYopd Kal Tig 6moleg AAayeg og
avtiw o Bdbog xpbvou! (cuxvi ayopd yva-
AMotikoD Sovti@y, adnon TV EmokéPewy
0¢€ yopvaotnpia, Siapovil HEPIKEG PEPES TO
piva og EevoSoxeTo KAr) [8].

3.To smartphone yvwpilet 6tav kdrmoiog 81-
oAoBaivel ipog thv katdbApn: pefwoe Tig
£€68006, Tepvael TIOMEG (Dpeg 0T ortitt Kai
Tavtéxpova pefwoe 10 xpdvo 1oL §o8evel
ot0 Facebook kai to twitter. (ABC News,
4/12/2012) [8].

4.H xatdppevon 1@V €068wv 1@V Acpalioti-
Kk@V Tapeiwv kAovilel Thv ¢umotoodvn otd
Anpdéoto obotnpa acgdiiong kal 68nyel
vopoteAelakda o Spapatiki avarrtugn tod
T8 1wtikod [MuAdva Aopdhiong. ITiBavi Siap-
PO TV ACBEVEIDY TV TIOMTQV (XdKep 1 kai
Siaxeprotng HAektpovikiig Xuviayoypden-
ong/KaptagYyeiag) 6a 68nynoel og avtéparo
ArokAE10110 XIMASwV CLPITOAMTOV pag Arod
10 obOoTNPA AoPANONG, WG «OTIYLATIOHEVWY»
éme1dn 6a 800V 61 #xovv mpodidbeon y1d
Bapieg aobéveleg!

5’Emiong ol peMovtikol €pyo8dteg, og ov-
vepyaoia pg 1i¢ Ao@aMoTikeG ETalpeieg, 6a
HITopoDV va ArtoppiIrtovy €K TV TPoTépwyV
AvBpWIIoLG TToL B £X0LV PEPIK@G N KaBdAov
ao@aliost ol 181wTIKEG ACEAMOTIKEG £Tal-

\ ¢

pETeg, apdho oL Ba &xovv GAa Ta Tipoadvta

KAPTATQY MOAITH

Y& avtn v €pyaocia.

6.Ti 6a oLPPET oty TIEPITTIWON TIOL KATIO06
#xe1 xpén (TLx othv €gopia, AoPaAOTIKES €i-
OPOPES KATT

Elval ta avwtépw mapadeiypata Siakpioswv
f 8ev elvay

AnelAf yia th Anpokpartia;

« Mikko Hypponen, Chief Research Officer tfig
etaipefag F-Secure, TEDx Brussels, Noépfpt-
06 2011: <H nipootacia t@v mpoowItik®v pag
Sedopévwv 8ev tibetar wg Bépa ovZhtnong.
Agv Tipdkettal yid €épdtnon avapeoa othv
mipootacia t@v mpocwmk@y Sedopévwv Evd-
vtia othv do@dAeia. Eival épdtnon oxetikh
pe thv éAevbepia évavria otov #Aeyxo [9].

K1 év@® pmopel va epmoteudpacte TG Kufep-
VACEIG Pag avtn th oTlypn, twpa 1o 2011,
6moto Sikaiwpa napadidovpe B apadide-
Tatl yia dvta. 'EPmotevépacte, EUIOTEL-
épacte TVEAQ, OTTo1adATIOTE PEANOVTIKI
kuBépvnon, pia kupépvnon oL PITopeT va
#xoupe o¢ 50 xpdvia Amo 1wpa;

AUTEG lvat ol épwthoelg Yia Tig Omoteg Tipé-
el va avnovxoOpe ta ndpeva 50 xpdvian.

+ Avaxoivwon tiig Frost & Sullivan (IToAve-
Bviki ‘Etaipeia’Epeuv@v kal Tlapoxfig Zup-
BovA®@v ot Kpdtn & Emixelpnoeig), Aovsivo
8/3/2011: [11] «ué pia povadikn tavtdtnta, n
KUBépvnon 6a lvar o¢ Béon va maparoAovBel
TIG PLOIKEG KIVACELG KAOe TToA{Tn A Kkal
v Pn@1akn (MAEKTPOVIKA) Tov Spactnplo-
tnta o¢ kabnpepvi fdon «with a unique ID,
the government will be able to track every
citizen’s physical movement and digital
activity on an everyday basis».

« “Orotog 1oxvpigetal 6t n Kdpra IoAitn AEN
ATIOTEAET TO ATIOALTO UITEPGTIAO Kataypagiig
KIVACEWV Kal (G €K TOUTOL TIapakoAovinong
TV IOATV TOTE:

1. eite okémpa aparAavet, omdte givar £m-

kivéuvog,
2. elte eivar dpenig, dmiéte kai ridh ivar -
kivéuvog,

3. elte €BehoTLPAET, OTdTe Kal TIAM &mikiv-
Suvog elvat.
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av 10 TomdKi Tov 0a @épel €nd-

va ¢ 1 Kdpta eivar RFID (Radio

Frequency Identification = Tav-

tortoinon péowv Padloouxvotitwy), téte i

Kdpta tod IToAitn Ba pmopel va avayvwobel

ano anéotaon.

TTowi eival avth h dnéotaon; 5 ékatootd; 1

pétpo; 10 pétpa; 50 pétpa;

¥¢ mold mnepintwon n texvoloyia 5&v
pnépeoe va vAomoinoel ta mo @iAédo§a
6velpa t@v émotnpévwv; ITo1dg nepipeve,
mpiv pepika xpévia, taxvinteg 4G othv
Kivnth thAs@wvia;

Zek1vdel Aotrov pe 2-5 £katootd, €re-
ktefvetatl ota 2-5 pérpa (BAéme 81661a) kal
H& Tig «avaBabpiosig» t@v Kapt@v kai tov
Avayvwot®v toug, BAéTovpe... kal 6Aa avta
xwpi¢ Th xpiion pnatapiag fi kdmotlag dA-
Ang minyfig évépyelag othv képta. Ydpxouv
kal RFID guotipata pé prnatapia (peyéBouvg
nAektpovikoD poloylod) — o¢ adtd n epPélela
f6n gemepvaet ta 100 pétpal [12]

' Rapio FREQUENCY

| |DENTFICATI0NI
s

AIAPPOH'QYZIK!I |
@ " e IAmlenN AEAOMENON

KAPTATQY MOAITH

al

#MT r }K I '

LE

ITo® 6a Bpiokovtal oi avayvdoteg
avt@®@v tdv Kapt®y;

Mropo®v va eivat otabepol yia mapddery-
Ha og ‘Yrinpeoieg, [TOAeg Elod8ov o¢ Ktipia,
I'hmeda, BipAobiikeg, Kataothpata, A6dia,
pavapia, Yépupeg, fi va TodGg @épel KATI0106
¢ndvw tou Kal va «81aBdlet» 1oLG epaotl-
KOUG 010 Spdpo.

'E@doov SaBddovtal anod andotaon,
avuypdg@oviail anod andéotaon;

BefBaiwg! o0 maipvouv ta otoixela Ao
10 TIOPTOPSAL 0OV, XWPIG KAV VA 60D KAEPoLV
10 mopto@dAt! ‘H texvoroyia oty Ominpeoia
100 avBpwrtov; [13]

Eivai dxkpipa avta ta pnxavapata
avayvwong/avilypayiic;

To kboTOG €ival ofyovpa ovvdptnon Tfig
xpnoipgornolovpevng texvoloyiag. 'Eav nd-
Viwg onpepa Pdgel kamolog 016 ebay yid ma-
padetypa pé 1ig Aé€eig «RFID Cloner» 6a 6e1
611 UITAPXOLV POPNTA CLOTAPATA AVTIYPAPRG
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EXTIA MATEPIKON MEAETQON

KAPTATQY MOAITH

arépn kai pg 18%$! Peroptal tod Kavadikos
kavaAloD® CBC News, Mdiog 2013, Aéel 611
1€ éva smartphone kal pia épappoyn amo
10 Play Store tii¢ Google, avtiypdepovtat
Xpewotikég/ITiotwtikeg Kapteg pé RFID [13].

Eivai ¢énaveyypdyipa adtd ta tomndxia;
‘Yridpxovv RFID tommdkia:

« AmAfi¢ avdyvwong (Read Only)

+  Moviic’Eyypapfic (Write Once - Read
Many)

+ Avdyvwong -Eyypagic (Read-Write),
SnA. énaveyypagpiig
‘0,1t mMAnpwoel 10 Kpdtog, to maipvet 6

[ToAitng!

Thpepa n RKGpta - adpio... Ep@ued-
pata;

Yridpxovv Adn emionpeg aAva@opes yia
£uputedpata oto x€pt (Embeppikd) Texvo-
Aoyiag RFID cav pfa mod edxpnotn kal mio
«Q0@PAAIG» TIPAKTIKN Y1a Tipdofacn og VTIo-
\oY10T£G, KTIplakeg éykataotdoelg KA. Ia

napddelypa, avti yia kapta €10680v, n oovn-
ik etaipeia vPnAng texvoloyiag Epicenter
ano@doloe va eueuIedoel oTnV aldpn Tov
Xep1oV Twv £pyalopévwy TnG NAEKTPOVIKA
pikpotoing.[14]

ITéco doalic €ival 1o xép1 gov amod
£évav éyrAnpatia; (va oto KOPel mx yid va
amokthoel mpdéofaocn otig Katabéoelg oou
KATT)

Ti pootacia #xe1¢ Kata tii¢ avui-
Ypagfi¢/mpéoPaong amod anéotaon; Itd
ofyovpa 8&v pTopeTs va opdg €va PeTalliko
yavt mpootaciag 6An thv dpa...

IMéco dopalég eivar 1o xép1 cov, 1
Oyeia oov, 1 wn cov amo évav ¢ykAnpa-
tia oV 0a 8waoel £vioAn VrmepépTiong
100 KUKAWpatog RFID pg anotéAeopa
v £kpnén tod pnxaviopod; (avTo givar
Tpaypatikénta kal £§nyettal motnyovika
8ev amotelel émotnpovikh @avtacia).

11



10+1 EPQTHLEIZ & ATTANTHEEIX

KAPTATQY MOAITH

9. OA EXEI: 666; X=1T; LBALTIKA;

av moté £neavicdel éva tupav-

VKO KaBeotwg, pia amoAvtap-

X1k, duvaotiki, Atydtepo dn-
HOKpatIKi Ao Ti¢ onpepives Kupépvnon,
04 €xe1 otd xépla ng €va étoipo, otnpévo,
4KrpwG Ae1TOLPYIKO £i¢ Bdpog pag, cbotnpa
napakoAovOnong.

%¢ avtd petd, pmopel va mpoobéoel ma-
veOKoAa kal ta abppold tng, 666, xEot, opa-
otikeg, 6,11 BéAel pmopel va BdAel.”Etot Ka-
B1otd@ avto 10 coTNpaA £REavOS TUPAVVIKO.
I'da oke@OeTTE, 010G PACIOPOG EKPLYPE TTIOTE
Ta oVpPoAd tov; Kai va td kpatdel kpued,
pia pépa dev Ba aviéel, B ta amokalvyel,
B4 ta mpotddel, Ba pdg {ntnoel va td mpo-
OKUVAGOLYE!

12

Twpa oL &&v €xel 1a ovpPoAa, pag Se-
yeAdel, BAémovpe pévo thv «¢§umnpétnon»
kal 8x1 Thv tupavvia, dAAa 64 eival 1o 1810
ovotnpal [14]

MikpoSiagopéeg Ba vdpxovv avdloya pe
v «pbéodo» TG texvoloyiag...

Agv Epovpe ¢av adth th otiypn n Kapta
IToAftn kai oi Bdogig Asdopévwv €xouv I
Kal AettovpyoDv pé mepiepya ocvpPola kai
Kwd1koUE."Opws og avth th @don, Td ovp-
Bola sival 1o 0épa pag i h @1Aoocogia tod
OLOTANATOG;

Ta éppAnpata cuvnbws Xpno1porolod-
vtal yia va cvppolicovv pg t xphion piag
amAfig eikévag kai 6x1 moA@V Adywy, thv
Uriapén piag i6eoAoyiag.
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KAPTATQY MOAITH

10. AYNAMIKH «LYMIEPI®OPA» THX
KAPTAL LTO EAEOX TOY KPATOYL.

...
%
=

¢

Kwd1KAG th¢ Kaptag propel va
elval tpnpatikdg kai 8xi ost-
plakég, xatd té nmpdtumo tod
AMKA. I'ld apdaderypa 1d npdta Pneia 84
onpaivouv T xWpa, 1d éndpeva thy nyepo-
pnvia yévvnong, £éva €ndpevo té @OAo dppev/
Bfilv KoK.

Té ovothpata tov Kapt@v ¢xouv th §uva-
tétnta vd Sivouv otig Kdpteg opadikd i kai
£mAekTIKG, Sikaiwpata kaf rpovépiaEtot:

a) n kaBe kLVPEpvnon BA PIopeT vd ouv-
8ée1 TNV EKMIANPWON TOV POPOAOYIK®V UTTO-
xpewoewv 100 ToA{tn pé v katdotaon tfig
Képtag: evepyn/avevepyn, moMda/Alya-miepi-
oplopéva Sikaiwpata. ITo aria émotog 8&v
prtopel va avtamorpiBeT otig (mapdAoyeg i pi)
(POPOAOYIKEG ATIAITACELG TG OTTO1ACSATIONE
KUBépvnong, Ba Ppioketal avtipétwiog pe
pia avevepyn kdpta n ormofa Ba onpaivet Ao
aduvapia mpéoBaong og rinpeoieg Lyeiag
péxp1 axdpa kal advvapia «81kaiwong» aro
1a Sikaotipla katd ta mpdtura tod vépov
100 AMKA [10]

B) B84 pmopel vda yiverar katnyoploroin-

3 L | R 1
"I R E i€ “( Pl ] R A pUREtE B, | g
Er 1 1 E " 5 w2 15 ha Uity 13
Hq. ‘ B-‘ H Il if ]_a B
TR R N | TR
ju g 18" i i IR
o | b i | EF
n i : t 9L ph
H r O i ¢ a 4 F |
N N | i 1 } B
& ' M | _1’. e M3
X L "' g d* |
1 ' ¢ 3
: j g 1 i £ ]
g 3Ry T W 1 3 Bl p VR Iel B
i K= 1
| K

on T@V TOAMT®V Pé «e181KEG UITOXPEWDTEIGY
Y1d kdmo1ovg (cuvhBn BodVY1q;) Kal «eidi1kd
Tipovépia» Y1d kamoloug dANoug (Mpétepoug;
eTmXelpnpatieg; KA)

Y) 64 propeT vdé yivetar npiovpyia ei-
81KV olkoVOHIRWV {wv@V péow TG Katn-
yoptoroinong t@v Kapt®v avd éndyyeAua,
avd Teploxn, T.X. Stapopetikoi opoloyikof
OLVTEAEOTEG AVA YEWYPAPIKN TIEPIPEPELT, AVA
éndyyeApa, KA

8) ¢av N Sraxefpion t@v Kapt®v ékxwpn-
el péow Kkdmolov pvnpioviov, Ao tig TOMKEG
apxég of LIéP-TOTTKEG ApXEg, TL.X. otnv EE,
1éte B4 pmopeT N EE mapakdurtoviag thy
KuBépvnon, vd épappdletl n {6ia amevbeiag
TIOALTIREG TtepriopiopoD Sikaiwpdtwv Kaptdv
TIPOKEIPEVOL TLX. VA TANPWOET piia 8éon 11pog
100G SaveloTés.

€) TéAoG T onpeTla avdyvwong TV Kaptodv
propodv akdépa kal va mapakpatoby v Kap-
1a 6tav adth tebeT oty Avaloyn katdotaon
(status) kab1ot@vtag tOvV KAtoxd Tng Tpaypa-
TIKA AS10A0MNTO ATTOKAEIopEVO ATo Td ITavia
€k16G 100... Aépa.
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10+1 EPQTHLEIZ & ATTANTHEEIX

KAPTATQY MOAITH

11. LYMINEPALMATIKA:
TO ANEAEYGEPO TOY ANGPQINOY;

\a 6oa rapovotdoajie AvVWTEPW
ouvnyopoDdV oto 6T £va TéTo10
ovotnpa nieplopilel €wg kai 8a-
@aviel v é\evbepia Kiviicewv 100 Atépov.

[1&g yivetat adtd;

‘O 4vBpwriog xdvovtag v iSiwtikétntd
1oL péow tig S1aprodG Kal avnieode mapa-
KoAOUONONG TOV, TIPOKEIPEVODL VA EMIPBIDOEL,
Ttavel va évepyel Omwg Ba NbeAe.

Tportomotel T GLUHTIEPLPOPA TOV, TIPOCAp-
HOZetal, «kahouTIVETAl» péoa otd TpdTuIa
TV TTaparoAovBolVIwV.

AMAZe1 otdon Jwiig, TurtoroleTtat, drmop-
pimtel oLVABEIEG «un APeCTEGH Kal LIOOETET
OLHIEPIPOPES TIOV BEV £lval ATIOSEKTES ATIO
10V 1610, AAAG lvat dpeotég otod «obotnpay. Xtd
£kdotote obotnpa, t© Snpokpatikd, T Amo-

14

ATapxIKS, TO KpAtTIKG, TO MAPAKPATIKO K.OK.
"Exete 8€1 aydva tennis;"Otav 10 priaidxi

ninyafvel oth 8e€1d Mevpd to0 ynméSov, Aot
padi ot Bsateg otpifouv 10 KePdEM Toug Se€1d,
Otav minyafvel apiotepd 6ot padl otpifouvv
10 Ke@dMt Toug apiotepd.’Etot 6 elvat kai ot
TroAfteg pe v Kdpta IoAftn. Ae§ia xupépvnon;
“OMot padi 8e§id, Apiotepn KuBépvnon;“OAot
padl dpiotepd!

ITpooPdMetar it 6x1 o¢ aOTN TV Tepitwon
10 avteonol1o 100 AvOpwWITiVOL TIPOCWITOU;
IToD eivar h éAevBepia Tov, h adtevépyeld Tov,
0 abBopuntiopds, n Snpovpyikdnta, N MPW-
toturtia;"OAa midve mepinaro.

AUt 88V gival i téAela NAEKTPOVIKI QU-
Aaki otiv omofa 6a Jov «EAe0Bepol» o1 NAe-
KIPOVIKA PapKapiopévol avhpwrot;
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ANO TI ANIOTEAEITAI TO RFID

Enages ouvbeans (yia €€ enapns enikovwvia)

MAivoio
(Tomnaxki)

Muxkvwins
(Zuoowpeutns NAEKTPIKNS EVEPYEIAS
«enavagoptulopevn Mnatapio»

Mnvio/Kepaia

Kuxrho@opoDv moAég kapteg ofipiepa pé totmdxi (rmAvBio), mov
8év €xouv anapaitnta RFID. T6 towmdk Ppikoetar kai eivat
oLVNABWG Opatd oTAV prpootivi MAeLVPA THi§ Kdptag odv éva
PETAMIKS TeTpdywvo PeyéBoug £vEg £katootod.

01 kdpteg mov €xovv kai RFID, 16 KOKAwpd toug 8év eival
£€wtep1ka opatd (mAiv 10D tofm) aAld Bpioketal éowtepird
kaf dvdpeoa otig Sud mMAaoTikég emedveleg TG Kaptag oé
S1dta€n «oAviouvite.

MOY BPILKETAI TO RFID LE MIA KAPTA

ToumdkL (mhvBio) KYKAOMA RFID -
Opotd oty EIOTEPIKA THZ g i
WITpooTvE) THhEu pdt KAPTAZ -
[ A ToumakL
VA R (mMAwBio)
1 Mnvie/Kepaia

ol

Gl i
01,12 1972

|

EBD<<AS T ZAB I 24 <<4€CLLd{€LLL]
TEI2011<09102155<€€€c€CggCgC< b
HUSTERHANNC<ERIEACEL IS4
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EXTIA MATEPIKON MEAETQON KAPTATQY MOAITH

MO AEITOYPTEI H KAPTA RFID

1. Té dovppato Siktvo otéAvel CUVEXDG KOPATA «TTPGG AVAYVOPIOTL».

2. *H RFID kdpta, Aappavel td kopata avtd, rav ival péoa otd medio EKTOpTIiig Toug, évep-
YOITO1WVTAG T6 KUKAWPA Tng.

3. Zekv@ méov N €mkovwvia tng pé 1o «odotnpa» Kal Katdriy tautonoinong tng avtaAdooel
otoxela padi tov.

4. ‘H mapakolovBnon oag eivat yeyovog.

000000
Flodk ¢ B ez
Q (2) © O

MOY KAI N0NZ MMOPEI NA I'INEI KAKOBOYAH
«HAEKTPONIKH» EMNIGELH

« ‘YrokAémroviag otolxela Tfig Kdptag oag ty dpa mov £0€16 T.X. TIEPIAtdte avépeia of
éva dnpdoio x@po.

« Katd thv 8idpkeia évepyornoinong tod RFID tiig kKdptag oag (6tav eloaote «on line»).

« Arr’'e00eiag o1d ovothpata vmoothpigng Asttovpyiag tiig kdptag kai 1@v Bdoswv edo-
pévwv otig omoieg eival dmobnkevpéva td otoixela SAwv t@v moAt@v (6tav eloaote
«off line»).
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NAPAPTHMA.

FENIKA LTATILTIKA EITOIXEIA
KAKOBOYANN HAEKTPONIKON EMIGEXENN («<HACKING»)

T 21%-29% 1@V Kak6Bovlwv émbéoswv «hacking» maykoopiwg Agopd KuBepvnTIKODG OpYavIoHoUs,
Bpiokovtal Sniadn avrtoi Aidn of VPNAN TpotepatdtnTa Amd tovg hackers.

T4 bnidpxovta otatoTikd otolxela eival ikavd y1d vd katardBoupe 16 péyebog 10D ripoBAApatog, tridpxovv
Spwe kaf xepdrepal Tlwg; Elvar ipogavés i éav 6Aa 1a otoixela KaOe moAitn kataAfi§ouv cuyKevIpwpéva
and 16 kpdrog of pia Keviplki «Bdon Sedopévwvy, anapaftntn yid tv riootpign o0 cLoTAPATOS Ael-
toupyiag tig Kdprag tod IToAftn, 16 yeyovdg adtd 8d Swoet dadiapgiopitnta dkdpa peyakitepo évavopa
otovg hackers yid vd Baiovv dxkdpa riepiocdtepo otd otéxactpo avtovs Tovg Bdn EmBupNTovs ... «kLBeP-
VNTIKOUG 0pYaviopovs»!'Iowg Téte vé drotedéoouy 16 50+% TV MEPITIWDOEWV KAKGBOLANG £mibeong;

T 12.5%-27.6% 1@V 1eBé6w v (fi mny®@v) TOV KakGBovAwy €mbéoewy mapapévouy Akdpa AToAUTwS
dyvworot ... iaykoopi{wg! AnAadn, dtav UMootels NAEKTPOVIKA (KakdBovAn) émiBeon othv Kdpta cov h
ot6 ovotnpa mov Urootnpifel h Asttovpyia g, oxeddv 1 otic 4 popés 8év BA propsT kaveig va Ppel tovg
vnaitioug 1 té péyebog thg Znpudg mov #xelg UIooTel - oUte Kav 16 1810 16 Kpdrtog!

Kivntpa kakdpoving énibeong: Katd to 56%-59% Axtuiiopde, katd 16 40%-43% nAektpovikd fykAnpa kaf
HOAG Ratd 16 2%-4% (h\ektpovikn) kataokoreia. Katémékraon, doov agopd otd kivntpa t@wv hackers
Kiv8uvetoupe Katd 16 96%-99% pé 16 ovotnpa «¢§urmpétnong» tig Kaprag tod IToAftn!

[ITHTEX. http://hackmageddon.com xai Trust Wave spider labs]

ATTACK BY SEGMENTS - FEB 2010 ATTACK METHODS - FEB 2010

SQLi?9%
-~ Other Vulnerabilities
%
_Molware 2%
er 8 <1% each 6%

Education; 4%

Other Orgs; e Forums: % News; 4%

Politics; 4% Ddos 19°
UN; 3% Military; 2%

ISP; 2%

E-Commerce; 2%

Law Enforcement; 13%

SQLi 24%

Industry; 17% Uknown 27%
Govermment; 29%

MOTIVATIONS BEHIND ATTACKS FEB 2010

Cyber Warfare; 2%

Cyber Crime; 39%

Hacktivism; 59%
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EXTIA MATEPIKON MEAETQON KAPTATQY MOAITH

MEPIKEL AIO TIZ MPOZ®ATELZ KAKOBOYAEL
ENMIGELEIL LTO EZOTEPIKO.

+ 08.03.15’Emifeon TOxaviiot®v — Xakeps oty iotooeAida tod Tralol mpwbhuriovpyod.

+ 01.03.15 US State Dpt - Ot xdrep dAwvifouv arépn oté HAektpovikd tov TaxudpopeTo.

-+ 07.01.15 Teppavia: Odkpavol xdkep gpi§av tic iotooeAibeg tfi¢ BouAiig kaf kaykeAapiag wg avtidpaon
otiv émkefpevn émiokePn 100 mpwburtovpyod K. Iatoéviouk.

. 27.01.15 EINIOEXH XAKEPY. ¥E ®EIXMIIOYK KAI INESTATKPAM... TA EPIZAN £E OAO TON ITAA-
NHTH I'TA MIA OAOKAHPH QPA!!!

+ 20.11.13 «@bpa» xdxrep 16 EvpwkotvoBovito.

+ 10.05.13 Avth eivat Anotefa! TTayrdopia cvppopia #kAepe andé ATM tpared®@v oé Ao tév RGopo 45
ékatoppvpla Sordpa!

« 22.02.13 Xdxep exhepav 11,3 &io. oA. otic HITA péow motwtk®V.

+ 13.12.12 Tt dpmayn 100 Eurograbber - Xdkep #klepav Serddeg ékaroppipla Amnd eDpwIAikEG Tpd-
Tiedeq.

+ 08.12.12 Xdrepg Snpooievoav amdppnto LAKS TG Yrinpeoiag Atopkiic Evépyelag. Anattodv vd €Aey-
X0eT 16 upnvikd npdypappa tod Topani.

+ 29.05.12 MeydAn xuBepvoetiiBeon drokalbgbnke ot Pwoia. Ztd xépla xdrep Poowrtikd SeSopéva
XIAM1ASwV TTOATG™V.

MEPIKEL ANO TIL NPOZ®ATEL KAKOBOYAEL
EMIGELEIX ITHN EAAAAA.

-+ 05.03.15 OVpa xdxep 6 ypapparéag tod Ymovpyeiov Ipootaciag tod IMoAftn.

« 02.02.15 xdxkapav v iotoceAida a§lodéynong tod IEIL

« 25.11.14 KPHTH. Xdxepg «xtdmmoavy Ty iotooeAida tii¢ Amorevipwpévng Atoiknong Kpatng!

+ 14.10.13 T6 brovpyeio E€wtepk@v émPefaivel 6t nece B0pa twv Anonymous.

+ 02.01.13 Xdkepg eméBnrav otd’EBvikS TuroypageTo.

+ 21.09.13’Axpnotol... «Xaxkapavs... katd AdBog 16 Taxisnet kai S1éppevoav npoowrtikd Sedopéva moAt@v.

« 23.04.12 Mapd&evn tpomn «And td Zwviava» £§amoltbnke n KuBepvoeriBeon oAV NAEKTPOVIKA OL-
vtayoypdegnon.

+ 20.05.12 Atdtpntn 1 nAekTpovikn UrtoSoun tod Anpociov. Emtpénel Ty mpdopaon pn £yyeypappévwy
XPNOTWV.

+ 20.11.12 Xdxep pmfike ot6 Taxis xai «rmovAodoe» APM kai SievBvvoeig 9.000.000 EMAvwy.

+ 19.12.11 HAEKTPONIKH «<cANAAHWH» METPHTQON ATIO ®OITHTEY XAKEPZ!!...

+ 08.07.11Enibeon ot BovAn kai ovykekpipéva otiv énfonpn iotooeAida tng.‘H éniBeon vroypdgetat
amé v opada «REAL DEMOCRACY REVERSE ENGINEERING».
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‘O veokatataxfeic ‘Ayiog IMaiolog 6 Abwvitng pdg mpoeiSoroleT [*]:

«  «Iliow Aowmév kai amd 16 téAeto ocvotnpa «kdptag ¢§unmnpetnosws» acpaleiag
Kopmiodtep KpoPetal h maykéopia Sikratopia, n okAaPfid tod avrixpiotovr

« ‘H Kdpta, n tavtétnta «h eicaywyn tod ogpayiopatos» ...

«  Metd Aowrtév amé thv rapta, thv tavtdéinta, 6 «@axkédwpar» yid va
TIPOXWPNOOLV TIovnpd otd opdylopnd...

[*] «Znuela t@v kaipdv» [épovrog Ilaioiov Ayiopeitov.

CoTIA TIaATEPIKON MeaeTON

B.’Hrneipov 47, 15125 Mapoiot
TnA. 2108025211, ®4€. 2108025227
email: estiapm@gmail.com, www.orthros.org

T6 meplexdpevo 100 Tapdévtog PIopel va avadnpootevbel amé tpitovg Hmd thv
TipotniéBeon avagopds otiv <Eotia IMatepik@v Melet@v» kaf tév titAo 100 @uAAadiov.



